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1. Introduction

Digital preservation does not end with the carstorage of digital objects, the union of all obgect
that are born-digital or digitised like digital douents, electronic records and software programs.
Keeping them accessible requires a continuous Ré&brteworking out strategies for permanent
access. The usability of digital objects is threateby the rapid innovations in computer technology
New systems and software supersede each other fastey year, making existing technology
obsolete. This is becoming a problem in everydég; but is experienced more specifically in the
cultural heritage sector, whose main focus is ¢ing term.

Permanent access strategies can roughly be divitledtwo groups: migration and emulation.
Migration is aimed at the digital object itself,daaims at changing the object in such a way that
software and hardware developments will not afiestavailability. By changing or updating the
format of an object, it is possible to render thesgcts in a current hard- and software envirortmen
Emulation does not focus on the digital object, @utthe original environment in which the object is
rendered. It aims at recreating an environment frickv the digital object can be rendered in its
authentic form.

The choice for a strategy depends on several diffearguments. First of all, the strategy should be
consistent with the objectives of the organizatibne Koninklijke Bibliotheek (KB) states that every
publication it preserves should remain accessibteiaterpretable in the way it was originally meant
by the publisher. In the case of electronic recamdsived at the Nationaal Archief of the Nethedisn
the requirements are determined by the businesegsdn which the record played a role and by the
requisite legal context (see Archival Law 1995 aie Regulation on the Arrangement and
Accessibility of Records [Archiefwet]).

A second aspect of the decision for a certainesjsatiepends on the requirements of the future user.
Defining all requirements at the time of preseiwatis impossible, but we can try to consider what
future user scenarios will be. When a future usant® to browse through an old website, the
representation plays an important role. This repridion makes the digital object and is defined by
five aspects: content, structure, context, appearamd behaviour, as shown in figure 1.1. When an
object should be recreated to be experiencedveasitin the past, the object should be reconstruagted
accurately as possible. For this, we need theraiginvironment, which can only be recreated using
either original hard- and software or an emulator.

Computer file(s) Representation

Offers:
- structure User
> ——p |- content (interpret)
- context

- appearance
Hardware - behaviour

J

Software

Figure 1.1: Representation model
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Finally, the strategy is related to the type ofitdigobject. For relatively simple digital objedise text
documents or images, migration (in the form of fatraonversion or version upgrades) could work,
although errors may appear. Migration is often dethas a strategy for those objects with a short
lifetime, with a maximum of ten years but usuallylyoa few. The risk that subsequent migration
cycles further decrease the authenticity of thecthjnakes this strategy less suitable for the teng.

For more complex digital objects, like advanced ttocuments and spreadsheets including formulas,
migration will lead to notable changes of the arédiobject. Moreover, migration does not preserve
the hard and software environment in which the abjevere originally created. This environment is
an integral component of the representation prooéske object as we experience it. Functionality
offered by the software environment makes it foaragle possible to scroll and search through text,
click on a cross-reference or run a query on ab@da® As digital objects are increasingly dependent
on functionality, ignoring the environment disables possibility of full reconstruction of the objs.
Especially digital objects that depend strongly the original software environment can not be
authentically rendered by another approach tharamon.

The choice for emulation as a preservation straiegwt undisputed, even though its possibilities a
recognized. Whatever the different views may be, fact remains: emulation has never been actually
developed and tested within an operational digitehiving environment. The National Library of the
Netherlands, Koninklijke Bibliotheek (KB) and theatibnaal Archief of the Netherlands, apart from
being convinced that emulation is possibly the omyion for future access to digital objects with
preservation of their functionality, also strongiglieve that we have to develop and test thisesiyat
first, before we can evaluate it.

This is the reason the KB and the Nationaal Arcgf start a project to develop an emulator for
digital preservation. This document describes theremt situation in both institutions, a short
overview of developments in emulation, issues amghs of the project and results of an investigation
into possible scenarios. It ends with a descripbmpractical steps to be taken in the project to
develop emulation-based preservation.
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2. Current situation

2.1. The National Library of the Netherlands

As National Library of the Netherlands, the Konijkd Bibliotheek (KB) is responsible for the Dutch
deposit library. The aim of the deposit librarytiscollect, catalogue and preserve all publications
appearing in the Netherlands. This task includdsigations on paper as well as in electronic folm.
order to meet the challenge of electronic stordlye KB, together with IBM, has developed a large-
scale storage system that meets the specific mrgaints of long-term preservation: the e-Depot. In
addition to long-term storage, permanent accestegiies have to be worked out. The KB has
established a research and development prograevedap innovative tools and procedures to ensure
future accessibility of stored digital publications

The majority of electronic publications in the efd¢ are deposited and stored in Portable Document
Format (PDF). For a long time, PDF documents wimdfformat text documents. However, newer
versions of PDF can contain all kinds of embedd®théts, in-text cross references, forms and even
pieces of scripting code that make PDF more ancraatynamic format [Ockerbloom]. In addition to
PDF, other formats are accepted for storage iretBepot as well, e.g. Office-documents and image
formats.

Since the e-Depot became operational in 2003, antype of digital objects has been stored as well:
interactive multi-media applications, which are gligdd on CD- or DVD-ROM by publishers. These

applications are installed on a standardized coemppiatform, which is called a Reference Work
Station (RWS, for the specification, see appendixAdter installation, a snapshot is taken from the
hard disk’s content by creating a disk-image of th&talled application including the operating

system. This image is stored in the e-Depot andearinstalled on the RWS at any time.

To retrieve the stored digital objects in the fefuthe e-Depot has to be extended with new
functionality. Using the RWS for the rendering ofdractive multi-media applications is just one
strategy which will buy us some time to work on o solution. PDF documents and other file
formats that are stored are still accessible, luhave to work on rendering strategies to enatbledu
access. The KB aims at keeping publications adulesisi the format as they were delivered to the KB
by publishers. Migration may alter the appearantea qublication which also may change its
meaning. Migration does not offer a solution fotemactive and complex digital objects either.
Therefore, the KB will invest in the developmentaof emulator for preservation purposes.
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2.2. The Nationaal Archief of the Netherlands

The Nationaal Archief of the Netherlands has dffllgi existed in its current form since 4 June 2002.
But the national archives service in the Netheraischow 200 years old. The Nationaal Archief & th
leading centre for the study of Dutch history andiwre at the national level. As the "national
memory", the Nationaal Archief manages not onlydnis government records but also the archives of
private individuals who play or have played an imgot part in the life of the nation. It is the kasf

the Nationaal Archief to gather these archivesm@intain them in good, ordered and accessible
condition, and to present them to a broad public.

Objectives

The formal status of the Nationaal Archief is eivgbal in the 1995 Archives Act. This designates the
Nationaal Archief as the central repository forhéwes transferred from national government bodies.
That is, those institutions which have or had fioms encompassing the Dutch nation as a whole. In
particular, this definition refers to the High Caila of State, the Queen's Cabinet and the miakstri
The Nationaal Archief also has an important pufliection. This is defined in its mission statement
"The Nationaal Archief supplies historical inforriwat to a varied public, based upon the content of
its collection: the archives related to nationalvgonment."This wording reflects the fact that the
needs of users are considered alongside the Arshatagutory function. Information is made avaiéabl
and accessible, and is supplied to the public.

Poalicy

The Nationaal Archief has formulated a number obiions for the next few years. These are set out
in the policy statemenGeschiedenis binnen handbereikt the heart of our ambitions are efforts to
make our collection more visible and accessiblel #nprovide a broad and varied public with a
greater insight into the history of the Netherlanflse most important social issues are promoting a
transparent and controllable government and maimigithe cultural heritage. As the Nationaal
Archief gives access to ‘authentic’ sources, thédwaal Archief is able to address these sociakiss
The dynamics of the digital developments requiregwa vision on the future management and use of
digital collections. Sustained accessibility, conity and linkage of digital sources are important
conditions for ‘future proof public services. Digi cultural heritage and electronic records lend
themselves admirably to the purpose of applicatiwh&h serve these public services. Condition is
that the digital records are accessible in a Suaside way.

The Nationaal Archief of the Netherlands has tlgalléask to secure the sustained accessibilithef t
records of the government. This applies to papeords as well as to electronic records. For paper
records good facilities are in place. In order teeinthis challenge for electronic records, whiol th
Dutch government is producing increasingly, theidtatal Archief is implementing a digital depot for
the storage and sustained accessibility of digiebrds.
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2.3. What is emulation?

From 1999 until 2003 the CAMILEON project (Creatikechiving at Michigan and Leeds: Emulating
the Old on the New) conducted research into thesibitities of emulation as digital preservation
strategy [CAMILEON (1)]. They defined emulation dthe re-creation on current hardware of the
technical environment required to view and usetdigibjects from earlier times.” [CAMILEON (2)]
Emulation is the process of bringing digital obgeback to life in their original environment on top

a different computer environment. This processaisied out by an emulator, which by definition of
the Digital Preservation Testbed “is a program thats on one computer and thereby virtually
recreates a different computer.” [Testbed 2003thiis definition the word virtual denotes that the
emulator functions like the original computer, physically is not. The original computer is caltbe
target platform; the computer that executes thelaimuis called the host platform.

2.3.1. Emulation levels

Emulation can be done at three different levelgliagtion software level, system software (opegtin
system) level and hardware level. Emulating botiliagtion and system software requires knowledge
of their design and implementation. These prodactscomplex and very often proprietary, which
makes it difficult to emulate. Another issue withpéication level emulation is that each application
requires a specific emulator.

Emulation can also be done by mimicking the hardveachitecture through software, which is called
software-emulation-of-hardwarer full emulation In this way, computer hardware like a processor i
emulated by a software surrogate. In fact, the atoulis placed on top of the host operating system
(0S), instead of running directly on hardware. Tdlisws us to take advantage of the services and
flexibility offered by the host OS, like the use it§ Application Programming Interface (API). An
emulator is therefore a software program that ama host platform (hardware and OS) and recreates
the hardware of the target platform under emulatsndepicted in figure 2.1.

Oriainal situation Emulated situation

Original digital document

Original rendering software

Original digital document Original operating system

Original rendering software Emulator

Original operating system Future operating system
Original hardware Future hardware

Figure 2.1: Software-emulation-of-hardware

Although full emulation can also be quite compléegitit has a more straight forward behaviour than
emulating higher levels. For example, higher lefegltures such as graphical user interfaces and
running multiple applications side by side (knows @ulti threading) are difficult to emulate
accurately. Emulation of a hardware platform does incorporate these aspects, but requires the
reproduction of the functional behaviour of thegoral platform in such a way that the original
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software is not able to distinguish the differetedween emulation and reality. Because hardware
specifications are well defined and most often labéé, this behaviour is easier to reproduce than t

of an OS or software application. Moreover, thipraach retains the original OS, applications, dgve
and configuration, which secures better authegtafithe original environment.

It is also possible to emulate hardware with othtendware [Testbed 2003]. This is frequently done to
create simpler or lower-power versions of existignputer processors, though it can just as well be
done to create faster or more powerful versionpapular older machines. From a preservation
perspective, this is quite similar to software-emtioh-of-hardware, since it can be used to recraate
given obsolete hardware platform on which origireidering software for obsolete formats can be
run in the future. Its disadvantage is merely thé& often (though not necessarily) harder andemor
expensive to build a hardware emulator of this #mh to write an emulator program. Nevertheless,
this approach might in the future become competitwith the software-emulation-of-hardware
approach discussed here.

A slightly different approach of emulation is theeuof a compatibility layer [Wikipedia (1)]. A
compatibility layer translates system calls of ltwst operating system into system calls for thgetar
system and vice versa. The calls are defined ibrary, called Application Programming Interface
(API) of the host operating system. The compatipihyer makes use of the existing API of the host
operating system and offers better performance itis varmal emulation. However, a compatibility
layer is very dependent on the underlying operagiygjem and appropriate API, which makes it very
vulnerable over time. Furthermore it is not basedtle principles of reconstructing the original
environments and objects, but merely gives anradtere representation in a current environment.
Examples of compatibility layers are: the Linux qmatibility layer on FreeBSD, WINE, and MS
Windows XP emulating MS-DOS and MS Windows 98.

In the rest of this document emulation stands faolation of hardware by means of software. An
emulator is therefore a software program that mma host platform (hardware and OS) and recreates
the hardware target platform under emulation.

2.3.2. Practices

Emulation is not new. It has been applied for yedready and for many purposes. Numerous
emulators are written and can be found on thenetdWikipedia (2)].

The available emulators can roughly be categotigefbur purposes:
Game computer platforms

Historic computing

Business efficiency

Cross platform emulation

PwONPE

Game computer platforms

Since the introduction of the game console decagesmany generations have followed. Because the
rapid speed of technology and the lack of comgdatidietween subsequent platforms, many of them
have become obsolete over time. The nostalgic agpgames experienced by users has led to actions
to keep older game console platforms alive by me&esulation.

Examples of platforms : Atari, Nintendo, Sega atiteparcade machines.

Examples of emulators : MAME
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Historic computing

The same nostalgic aspect can be found by rundthgamputer platforms. Like emulators for game
consoles, several emulators exist for historic caterpplatforms.

Examples of platforms : Commodore, MSX, PDP.

Examples of emulators : SIMH

Business efficiency

Emulation can also lead to more efficiency in basg environments. Emulators have been created
that make it possible to run multiple operatingteys on the same hardware. This way, the
infrastructure is used more efficiently and it o$féhe possibility to test and debug applicationsi i
safe environment before releasing them to the puBkveral corporate emulators are available.
Examples of platforms : x86, PPC and SPARC

Examples of OS : Windows, Linux, MacOS

Examples of emulators : VMware, MS Virtual PC, SVFS

Cross platform emulation

Emulators are also built to host different platferon other platforms, i.e. cross platform emulation
Especially in the open source community where Linampatibility towards other operating systems
is desirable, numerous initiatives can be found.

Examples of platforms : x86, PPC and SPARC

Examples of OS : Windows, Linux, MacOS, BSD, BE@$®actor, DOS

Examples of emulators : Bochs, QEMU, PearPC
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3. The emulation project
This chapter has been written in cooperation wiff Rothenberg, RAND Corporation.

The emulation project is a proposed joint projecthie National Library of the Netherlands (KB) and
the Nationaal Archief of the Netherlands to devedopreservation strategy for digital objects using
emulation. In the following sections this projedilve outlined. This includes the goal, scope and
choices to be made.

3.1. Criteria for the project

The project will be a first phase towards the impdatation of an operational emulation based
solution for the accessibility of digital objectstheir original environment. This first phase ssrthe
following goal:

“Produce a working prototype emulation preservatiapability which can serve as the basis
for further, more robust versions. This prototygeowdd provide an actual preservation
capability within its chosen scope. Although theuéator should ultimately provide an
operational solution for permanent access with@ndigital repository infrastructure of the KB
and the Nationaal Archief, the first phase showltlbe constrained to developing a production
tool, since this would restrict its ability to erp alternative implementation choices.”

With this working prototype it will become possitite

- Evaluate the use of emulation to preserve currigitadi artifacts in a manner that will allow them
to be rendered in their original forms on futuratfdrms.

- Evaluate how a single emulation approach can presa&veral digital object types (formats), each
of which is of significant value to the KB and/tvetNationaal Archief.

3.2. Dimensions of Scope
The scope of the proposed project can be defingddjollowing 5 dimensions:

Format/Object types
Target platform
Significant properties
Host platform
Enabling future reuse

a0 E

3.2.1. Format/Object types

It is important to target more than one object typerder to demonstrate the potential universality
the emulation approach and to avoid specializedtisols based on the limitations of any single
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format. A small number of different formats seemesmappropriate for a first phase. Candidate
formats might be those that:

a) Are used by large numbers of items in the KiB'Slational Archives' collections

b) Are of vital importance to the KB or Nation@ichives (regardless of their number of items)

c) Appear to pose particular preservation or etmuh challenges

A possible subset of object types, each of whitisfses one or more of these criteria are:
* Interactive multi-media applications
* Database systems
* PDF documents

Interactive multi-media applications

CD- / DVD-ROM publications contain interactive nittedia applications that exhibit a wide range

of behaviour, such as sound, animation, video clifasabase access, etc. They therefore serve as a
surrogate for the wider range of interactive amgtlans, while providing much of the behaviour of
web applications without involving the complexity the network. The KB currently has about 700
interactive multi-media applications stored from -BODM as "installed images" which should be
relatively straightforward to run under emulation.

PDF documents

Currently the e-Depot of the KB contains millionk edectronic publications formatted in Portable
Document Format (PDF). The Nationaal Archief of tNetherlands receives nearly aéxtual
documents in PDF-format. To maintain access toetlilesuments different strategies can be applied.
Although the UVC-approach (as will be further auid later on in this document) guarantees the
reconstruction of the original representation oflacument, it loses any functionality like full-text
search, internal and external linking, interactmens and added notes and bookmarks.

PDF represents the mainstream of both the KBs aaibihaal Archief's current digital holdings.
Although it should be a relatively simple case éwnulation, its importance makes it an attractive
candidate.

Database systems
A database system consists of three components

» the database itself (the actual content);

» aDataBase Management System, DBMS (for exampbgl©Bi);

« the database application. This incorporates batgthphical user interface and the
functionality the user needs to search throughpandess the content of the database, as well
as programs that function automatically to supffeetsystem in processing inputs and
outputs.

They may be normally configured as distributed rthgerver or multi-tier applications, though we
assume that these could be reconfigured to runsimgée standalone workstation.

Currently, the Nationaal Archief of the Netherlandses migration and XML to preserve databases.
The migration of databases from an older versiom newer version of the same database system (e.g.
Access 97 to Access2000) can be used to represarext, content, appearance, structure and
behaviour for the short term (less than 10 yedrsg conversion to XML is suitable to represent the
context, content and structure of the databask. isaéditionally, in order to preserve the appea®n

of the application it is necessary to store théeml and functional documentation of the database
system, including screen shots. We were not ableréserve behaviour of database systems for the
longer term using migration or XML. Nor is the U\data preservation approach able to achieve this.
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Emulation could be the only approach in this regpaat has not been implemented with an archival
focus.

Once a set of objects is chosen for the projecange of example items in those objects should be
sampled to determine their significant properteeg,, how much display resolution, colour accuracy,
sound fidelity, etc. they require.

3.2.2. Target platform

By "target" we mean the platform on which the ar@iartifacts run. The choice of objects should be
used to determine the required characteristicsroinémal target platform. For example, if distribdt
DB system can be configured to run on a standaler&station, then such a workstation might be a
suitable target platform. We recommend avoiding aegdt platform that involves distributed
architecture or networking in the first phase @$ project.

3.2.3. Significant properties

These are the interactions that must be considereshh as static or dynamic visual display, sound,
etc., along with the required level of fidelity witwhich each significant property (also called
modality) needs to be reproduced. A minimal seswth properties with minimal levels of fidelity
should be determined based on the chosen set ettotyjpes. Examples of likely target property
fidelities required for the first phase of the @wjare:

* Standard SVGA or better screen resolution

* CIELAB colour

* 44KHz stereo sound

* Processing speed near that of the target platfor

Processing speed is included as a significant ptppecause it can greatly affect interaction.

The goal for a first phase emulator should be tdeast report the percentage of target platform
performance that it can achieve, ideally achieah¢east as much as the target platform. The defaul
should be to limit the speed of the emulator tonbemore than that of the target platform, though
faster speed may also be an option.

3.2.4. Host platform

The main issue here is whether to write the emulatoun directly on a real platform or on a Virtua
Machine (VM). The latter is highly desirable forrfability purposes, but it may reduce performance
unacceptably, and it may limit the emulator's &pilo achieve required levels of fidelity for van®
significant properties. For example, an emulatoittgn in Java (to be hosted on the Java Virtual
Machine, or JVM) may not be able to control theiveatcolour or sound capabilities of the real
platform on which it runs. Besides the JVM, morag@al VMs are also of interest, like the Universal
Virtual Computer (UVC) of Raymond Lorie or the Emtibn Virtual Machine (EVM) as suggested by
Jeff Rothenberg.

Although we consider it desirable to host emulatmmsa VM, it may be better to defer this goal to
later phases, first getting an emulator runningaarative platform. This should not mean that aofot
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work will have to be repeated to take the next st@g@rds running the emulator on a VM. Ideally, the
emulator would be written in a language that cdaddcompiled either directly to machine code or to
run on a VM. One possible candidate for this cdddlava, for which compilers exist that can convert
Java source code into JVM bytecode or directly iptatform dependent native code. Another
candidate language could be Ada, for which compibsist that can produce either native machine
code or JVM bytecode.

3.2.5. Enabling future reuse

This dimension concerns the provision in the enoulér an emulation environment, such as a VM)
of features that can extract content from an oaigartefact that is running under emulation, emapli
that content to be reused in some future "vernatiamat. This can be thought of as "vernacular
extraction" or as "migration on demand". It is et clear exactly how an emulator or emulation
environment can best support such vernacular gidradut it could be important that the emulation
approach be able to do this. Therefore, althoughirfalusion of this feature will be postponed uinti
later phases of the project, it may be useful tdr@sk its possible requirements already in the firs
phase--at least to the extent necessary to enbkatenpthing in the chosen emulation approach
precludes providing this capability in the futuRart of this effort might include an attempt togicé
the kinds of reuse capabilities that future useighinwant, although we realize that this may be
difficult to ascertain.

3.3. Set of choices

Decisions must be made along each of the aboveediogensions. However, a tentative set of
choices might be:

1. Object types
* Interactive multi-media applications
* Database systems
* PDF documents

2. Target platform
* Standalone Pentium-based workstation (the pireele ‘Reference Work Station’ at the KB)

3. Significant properties
* Standard SVGA or better screen resolution
* CIELAB colour
* 44KHz stereo sound
* Processing speed near that of the target platfor

4. Host platform
* VM or native

5. Enabling future reuse
* Avoid precluding such capabilities
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4. Emulation research

During October 2004 until March 2005 an investigathas been done in the field of emulation as a
prologue for the emulation project carried out hg KB and Nationaal Archief. In this research, a
number of issues were addressed as: what kindsnofagors are already available? What is the
purpose of it? Which approaches of emulation infigld of digital preservation are discussed? Which
scenario or scenarios can be applied by the KB Mationaal Archief or can we define a new
approach of emulation?

In the following sections these issues are furthscussed.

4.1. Evaluating existing emulators

Various emulators available on the Internet westetk and evaluated. It was remarkable how many
different emulators exist for many different platfes. In the search for emulators available on the
Internet, certain specification requirements of RS hardware platform have to be met. In short, it
has to be compatible with an x86 platform with stai@a amount of internal memory and hard disk
space, a compatible display adapter, sound caraheiwebrking capabilities. Furthermore it should be
able to attach and boot from a disk image. Sewenadlidate emulators were found:

= MS Virtual PC

=  VMware

= QEMU

= Bochs
MS Virtual PC

The MS Virtual PC emulator is a fast and all-rowerdulator developed by Microsoft [Virtual PC].
The emulator was initially developed by Connechiattoffered an x86 emulator especially for the
Macintosh. In this way, Macintosh users were ableun a Microsoft operating system with full
functionality under a Macintosh environment. Todéng Virtual PC solution is property of Microsoft
and allows emulation under MacOS or MS Windowslfitse that multiple Microsoft operating
systems can run side by side or even on top of ediohr (layered emulation). It offers a great
performance, but uses specific disk images thahatenterchangeable. Another disadvantage is that
the implementation is bound to an MS Windows emuinent, which lacks support for other host and
target platforms (except for MacOS).

VMware

VMware is a virtual machine (VM) suite for Intel &&ompatible architectures which allows the
creation and running of multiple virtual x86 comgngt simultaneously, which can run a number of
guest operating systems (OS), including (but nwitéd to) Windows, Linux, and BSD variants
[Wikipedia (3), VMware]. Conventional emulators date the entire PC hardware including the CPU.
VMware takes a different approach, adding a thyredaf code to virtualize the real PC hardware and
CPU, so that multiple operating systems can ruth@tsame time without clashing with each other.
Besides VMware, Microsoft also has developed suictual machine software, called Microsoft
Virtual Server 2005. This serves the same prin@gl®Mware [MS Virtual Server].

The benefit of this approach is that an OS runirisgle VMware can run at almost the same speed as

it would if it was the only OS on the system. Fasimesses VMware is an attractive solution, because
it allows better utilization of the hardware infragture. The drawback is that the OS has to be
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compatible with your physical hardware. So unlikiéhvan emulator, you cannot use VMware to run
Macintosh software on a PC, or vice versa. Moreoleth VMware and Virtual Server 2005 are
corporate products that are not developed for aligireservation purposes or cross platform
compatibility. This makes it less reliable for adpterm solution.

QEMU

QEMU is a fast and open source cross-platform etmulét can support x86, PPC, ARM and SPARC
computer platforms on many different host platforf@&MU project]. The QEMU emulator uses

dynamic translation (Just-In-Time compilation) b&tcode, which offers a good performance level.
Some parts of the emulator are based on the Bouobtatr implementation. The advantage is that
Bochs and QEMU use compatible ‘raw’ disk images.

Bochs

The Bochs emulator is quite similar with the QEMtdwator, but only enables emulation of an x86 as
target platform [Bochs project]. It is also slighflower than QEMU, but can support more peripheral
devices and is better configurable. As said befibrean interchange disk images with QEMU based
on ‘raw’ data image format.
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4.2. Approaches for emulation in digital preservation

In general, a couple of different approaches foulation in digital preservation context are disaaks
The central issue in this is how to ensure thaemulator written today can still run in the distant
future. In the following table four primary appré@s are outlined that can be found in literature:

1.| Stacked emulation Platform dependent emulationrtéwaiires multiple
emulators running on top of each other to reconstfu
a historic platform.

2.| Migrated emulation Creating a platform dependentlator that must be
adapted (migrated) to subsequent newer host
platforms.

3.| Emulation Virtual Machine (VM) Emulation using atvial machine and an emulator
specification interpreter, as presented by Jeff
Rothenberg.

4.| UVC-based emulation Using the UVC as universalfptat on which a
platform independent emulator can be build. I/O
communication between host platform and UVC i$
translated to a more abstract level.
Table4.1: approachesfor emulation in digital preservation

In the following sections each approach will beler discussed.

4.2.1. Stacked emulation

With normal, platform-dependent, emulation a paitic emulator emulates a specific hardware
platform directly on top of a current platform a@&. This form of emulation is most common for
today’s emulators. The advantage of applying thigl lof emulation is the efficiency that can be
gained by specialising the emulator for one paldicinost platform. This generally brings better
performance and functional behaviour of the emdigttatform. However, it lacks compatibility
between other platforms and is less durable bec#iuseemulator is bound to one particular
configuration of the platform. Changing the platfioby hardware and / or software probably results in
a malfunction of the emulator. Examples of platfatependent emulators can be found in the gaming
industry for Atari, Nintendo and Sega emulatorst biso more general purpose emulators for
platforms as C64, MSX, PPC and x86. These emulatorn a specific hardware platform and OS
and recreate a different platform on top of it.

To keep emulators running on subsequent platforves time, stacked (or layered) emulation can be
applied. With stacked emulation the original platfois recreated by a sequence of emulators that
form a chain from present to past platform suppeigure 4.1 depicts this process schematically by
adding an emulator each time a previous platforoalve obsolete.

The danger of this approach is that each emuldatongly depends on its underlying platform(s).
Functionality that is not available by the platfoamd intermediate emulators can not be offeretigo t
target platform. Moreover, if one of the in-betweemulators is corrupted or missing, the chain
relying on this emulator is inevitably lost, resudf in inaccessible applications and documentsida s
effect of stacked emulation is the increasing ogadcheach time an extra emulation layer is added.
This generally results in a loss of performance.
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Although this approach shows several weaknesseslators exist that are capable of performing
some kind of stacked emulation. For example, thtusli PC emulator from Microsoft is able to run
older versions of Windows under subsequent layEesrulation, e.g. Windows XP running Virtual

PC that runs Microsoft 98, that itself runs Virtél and Windows NT on it.

Application

Operating System A

Application

Operating System A Operating System B

Application

Operating System A Operating System B Operating System C

Application

Operating System A Operating System B Operating System C Operating System D

Hardware platform 2005 Hardware platform 2010 Hardware platform 2015 Hardware platform 2020

Time ——p
Figure4.1: Stacked emulation over time

4.2.2. Migrated emulation

When migrated emulation is applied, the emulatoadapted to a different environment. First, an
emulator is created for one particular operatingtesy. Then, if the environment of the emulator
changes, i.e. the old OS becomes obsolete and ameve current, the emulator is translated toimun
the new environment. This translation process regua compiler that is able to convert the source
code written in language X into a binary executatblat will work on the new operating system
platform. In this way, the original emulator canmriodically migrated to subsequent environments,
as shown in figure 3.2.

Application Application

Operating System A Operating System A

Compiler | creates
Application 2010 —>

Compiler
2015

o)
2
@
2
@
4

Operating System A Operating System B Operating System C

Hardware platform 2005 Hardware platform 2010 Hardware platform 2015

Time —p
Figure4.2: migrated emulation over time
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However, the source code of the emulator is notpileah today, but in the distant future. This raises
some environmental problems because it is not gteed that a compiler for today’s favourite source
language X is still available. And even if it ibgetcompiler’s library may not be compatible witle th
original one, which can lead to malfunctions.

The CAMILEON project took an attempt to build anwdator using a subset of the programming
language C, which they called C-- [CAMILEON (3)hd idea of this approach is that the C-- set only
contains basic C functions that can be easily raaiad in the future. Although CAMILEON showed
that this approach worked for emulating the old ™00 platform, they also admit that it is inevieab
that restrictions of C-- make certain things imjloles Since an emulator is an advanced application
that relies heavily on communication with the hasd target platform, migrated emulation is a
strategy with high risks.

4.2.3. Emulation Virtual Machine

Ideally, an emulator should be independent frometiamd platform. Jeff Rothenberg defined an
approach to reach this independency by introduamgdditional layer between the host platform and
emulator, called an emulation virtual machine (EV[Rpthenberg (1)]. Together with an emulator
specification and an emulation interpreter, emutatmuld be created to run on the EVM, as shown in
figure 4.3. In theory this approach should worka®ws:

An emulation specification describes how the oldhpater platform worked on which the original
software runs. This specification is then interpdeby an emulation specification interpreter that
creates an emulator for the old platform. Bothrioteter and created emulator run on the EVM, which
itself runs on a future platform. The EVM is saidoe stable over time and able to run on varios$ ho
platforms. In this way, an emulator is not bouna@ny particular platform anymore. Furthermoresit i
possible to run multiple emulators on the same EVM.

future platform

emulator

is hosted .
- . realizes
(i.e.. runs) on
emulation saved
virtual machine digital document
virtually recreates
runs on renders
emulation specification application
interpreter software
is interpreted by runs
) o describes
emulation specification = old platform

Figure 4.3: schematic representation of the working of the emulation virtual machine approach
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Although this approach is said to be platform aingetindependent, a couple of disadvantages do
exist. First, it can be doubted if the old platfooan be totally defined in a single specification.
Furthermore, a complex interpreter is needed tovexnthis specification into an emulator. It is
guestionable if that is possible. Besides that,BW& must be maintained over time and will also be
quite complex.

4.2.4. UVC-based emulation

A variant on the use of a virtual machine is theiversal Virtual Computer (UVC), invented by
Raymond Lorie from IBM [Lorie]. Together with IBMhe KB and Nationaal Archief worked on this
concept.

The UVC is the basis of the UVC-based preservatisethod. This preservation method offers
permanent access to digital objects in their odabiepresentation any time in the future. It isdshen

a combination of emulation and migration. Migratisndone by converting original objects into a
platform independent format and emulation by rugritre process platform independently.

The UVC is actually a software program that re@eat simple general purpose computer and can
easily be implemented on any computer platform aad in the future. In this way, programs that are
written in UVC language can be executed on the UWG platform independent manner. UVC
programs (decoders) can now decipher the formattsire of the original object. This decoding
process delivers an XML-like structure, called laadi Data View (LDV). This LDV is an
instantiation of its blueprint: the Logical Datah®ma (LDS), which defines the elements that can be
expected in the LDV and offers extra informatiomaiwhat the elements mean. The final part is the
viewer that reconstructs a view of the original eadj based on the LDV elements and LDS
description. This process is depicted in figure 4.4

Reconstructed view of

digital object
Format
decoder I
uvC Viewer
LDV
Object data | |™ P | DS +type
< description

Data

Platform X

Figure 4.4: UVC-based preservation method

With this strategy future users should always He & access and view the original object, although
several steps must be taken at present and inutheef At preservation time, the official UVC
specification must be preserved defining how theQUhould be build in the future. Also decoders
must be developed; for each specific file formadeaoder is needed. Furthermore, an LDS is required
for each type of digital object, defining objecp&s by image, sound, spreadsheet, text, etc. @éeou
the original objects should be preserved as well.
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At retrieval time, future programmers have to rezlep the UVC, based on the UVC specification.
Also, one or more viewers have to be created ttzastate the LDV into a representation of the
original object.

The actions required at preservation and retrigwad reveal both the strengths and weaknessessof th
strategy. In view of the extremely wide varietyfitd formats and types of objects, it will be nesay

to develop a large number of format decoders an® ldescriptions if the UVC strategy is to be
implemented as a means of providing durable prasierv of digital objects. The success of the UVC
strategy will depend on the extent to which it ¢eepted by the software and computer industry and
the availability of format decoders and LDS dedarips. However, once a single LDS and decoder
are developed the advantage becomes clear. Instgriforming migration steps for each individual
object, the UVC can serve the need of all objetthe same format. It is also necessary to write a
new emulator for each generation of hardware, listghould be relatively easy because the UVC is
designed to be as simple as possible.

In 2001 the Digital Preservation Testbed of theidtetal Archief developed and tested an initial
version of the UVC to verify this approach agaioitter strategies as migration and XML conversion
[Testbed (2)]. With electronic spreadsheet documest subject of the test, the UVC approach was
stated less attractive for spreadsheets than nagraind XML, although the UVC was not fully
developed to show its potential. During 2003 an@i4the KB and IBM continued the work on this
approach and successfully developed an operatidw& for image formats. This approach works
well for image formats [Wijngaarden] and can beligpbto all other digital objects which do not
contain behavioural aspects, but it is not suitéeligital objects that depend on their environime
To use the UVC for emulation, some major issues hvéle to be resolved. Apart from performance
issues, an emulator should be written in UVC lagguand the UVC will have to be adjusted to be
able to address more I/O functionality.
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4.3. Conceptual model: modular emulation

Besides the evaluation of current emulators andcagmbes to apply emulation in a preservation
context, a new approach for the realization of fdhulation (emulation of hardware) has been
developed. This approach, which should retain acteall kinds of digital objects over the longnter

is a conceptual model and was initially intendedséove as opinion making and validation against
other approaches. Later on, this model has evdiMeda commonly defined scenario that forms the
centre idea for development of the RWS emulator.

The principle of this model is based on the iddaBathenberg (RAND Corporation, USA) and Lorie
(IBM Almaden Research Center, USA). In this, the o$ a Virtual Machine (VM) and emulation
specification comes from Jeff Rothenberg, wherbasuniversal platform and component library are
abstracted from the UVC and its library of decodsr&faymond Lorie.

The model, as depicted in figure 4.5, shows a navdapproach of emulation and is callddular
emulation modelModular emulation can be defined as:

“full emulation of hardware by emulating the compats of a hardware architecture as
individual emulators and interconnecting them torfa full emulation process. In this, each
emulator forms a distinct module of the total ertiala process offering the possibility to

make flexible configurations of different modules.”

This modular approach comes close to the natudiitacture of hardware (known as the Von
Neumann architecture) and offers great flexibilityconfiguring new emulators by reusing modules as
its individual hardware components.

The conceptual model consists of the following @art
= Universal Virtual Machine

= Modular emulator

= Component Library

= Emulator specification document

= Controller

= Preservation Manager (optional)
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Figure 4.5: Conceptual model of modular emulation

4.3.1. Universal Virtual Machine

The basis of the modular emulation model is thevehsial Virtual Machine (UVM). The UVM is a
platform- and time-independent layer on top ofdhderlying future host platform. It could be seen a
an advanced version of the UVC that not only sugspargeneral purpose processor and memory, but
also offers additional functionality for input andtput (I/0O) with peripheral devices between host a
target platform. Therefore a universal I/O mechanghould be developed supporting I/O such as
storage devices, screen output, networking and faailities of the host platform towards the targe
platform.

4.3.2. Modular emulator

To execute the original software (OS and applicefioon the UVM, an emulator is needed. The task
of the emulator is to recreate the original harewalatform in software in such a way that the targe
software can run on it as it normally did on thigiimal platform.
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The emulator should be designed in a modular strectin other words a modular emulator. The
components of the original hardware platform angresented as modules in this structure. Each
module emulates a specific hardware componentftwae on the UVM. For example, the functional
behaviour of a graphics card is emulated by onglesimodule. A recreation of the target platform can
then be realized by combining all necessary modoléswving a hardware architecture. Normally this
will be the Von Neumann architecture, but othertyfa) architectures should be possible.
Interconnecting and controlling these modules ghbeldone by the modular emulator.

4.3.3. Component Library

Building a modular emulator requires different miesu Therefore a library is needed, which contains
all modules that can be used by the modular emulatwe library is the owner and manager of all

modules. It should keep track of the available nbesland organize it by type of components. These
could be: CPU, memory, storage devices, networkicdsy etc. In a second phase, the type of
components could be further refined by creatinfediint implementations, e.g. for component CPU
there is Intel Pentium, AMD Athlon, IBM PowerPC ®un SPARC.

The level of detail at which a module is implemehie left up to the programmer. However, each
module should recreate the functional behaviouhefactual hardware component as best as possible.
All modules should be written in UVM language tokadt run on the UVM platform. The library
should offer a minimum set of modules to createadt one target platform, but can be expanded with
more modules over time.

4.3.4. Emulator specification

Having a library of modules, a UVM and a modularuator recreating the target platform, the
emulator should be told which hardware architecanmd modules are needed. Therefore, a so called
emulator specification document should be writtigfjning a particular hardware architecture and its
necessary components. Based on this document, ddelan emulator can decide how the modules
should be arranged and linked with the underlyirdM architecture.

Figure 4.6 defines a human readable emulator sp&tiiin document. In this, it starts by telling ttita
uses the Von Neumann architecture, followed by faniien of each component. To offer a better
structure of this document, it could also be wnitite XML, as shown in figure 4.7.
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Figure 4.6: human readable emulator specification document
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In XML, this specification could look like:

<EMULATOR>
<ARCHITECTURE>

<NAME>Von Neumann</NAME>

<TYPE>x86</TYPE>

<COMPONENT>
<TYPE>CPU</TYPE>
<CHIP>x86</CHIP>
<SPEED>700</SPEED>

</COMPONENT>

<COMPONENT>
<TYPE>RAM</TYPE>
<CAPACITY>128</CAPACITY>
<SPEED>133</SPEED>

</COMPONENT>

</ARCHITECTURE>
</[EMULATOR>

Figure4.7: emulator specification document in XML

4.3.5. Controller

A final essential part is the controller. The coitar should start the UVM on the host platform and
build a bridge between the 1/0 handling of the tpdatform and UVM. How this should be carried out
is left up to the future programmer, because itetels on specific host platform characteristics. A
second task of the controller is the delivery ad #mulation specification document and modules at
the modular emulator.

4.3.6. Preservation Manager (optional)

In theory, the emulation specification documentlddae automatically generated by the Preservation
Manager (PM). When a user of the PM selects a véhwfor a particular digital information object,
this path could be translated into an emulator iipatton whereby the components of the view path
form the modules of the emulator. However, thiendy possible if the view path is highly detailed
(not only naming the hardware platform, but alseadibing the different internal components of it)
and the PM is linked with the module library.
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4.3.7. Practical steps

Several steps are required to take the presenteckptual model into practice. Best approach is to
make a distinction between actions to be perforatgateservation time and at retrieval time.

At preservation time

Step 1- Define the UVM platform in an unambiguous speation document. 1/O communication
deserves extra attention, although it can not fipdan detail because of its dependencies of unkno
future hardware.

Step 2— Create a module library, consisting of all neeeg modules that represent at least one
original platform. These modules should be speatiied written using the UVM architecture. Tests
should be done to evaluate the functional behawbeach module.

Step 3- Develop a modular emulator that can run coryemtl the UVM, using the modules created in
the component library.

Step 4— Preserve the original digital objects to be wnder emulation, together with the module
library, emulator specification document and UVMeification document.

Step 5 — (Optional) Adjust the Preservation Manaigeicooperate with the module library and
automate the generation of emulator specificatmcuchents.

At retrieval time

Step 1- Develop a UVM conform the UVM specification dooent. Implement a mechanism for 1/O
communication between the UVM and platform at tivae.

Step 2— Develop a program that controls the UVM and maffe way to send and receive information
to and from the UVM.

Step 3— Use or create an emulator specification documbat describes the target platform
(dependent on the available preservation managestifunality). If the module library is further
expanded with more and improved modules, it isrdbi to evaluate the specification document
based on the current available modules.

Step 4- Retrieve all necessary digital objects (or imélgy from the digital archive and start the
emulation process. The controller should thenlfulie following tasks:
1. Recognize the facilities the UVM supports (CPU, mmgmstorage, network, etc.).
Interpret the emulation specification document.
Decide which modules can be supported, if not at&ltry compatible.
Retrieve the chosen modules from the library.
Link them to build the modular emulator.
Load the stream of objects (i.e. the image filelectronic documents).
Start the modular emulator with the digital objactée reconstructed.

Nogap®wd

KB / Nationaal Archief emulation project — emulatj@ viable preservation strateg nationaalarchief



27

4.4, Environment and object preservation

Defining an emulation-based preservation strateglyamly includes defining the process, but also
organising the way the original objects and thewi®nment are stored. Although the first objective
of the project is to build an emulator, it is imf@ort to consider how the environment should be
preserved to guarantee that the emulator is ahleddhis environment in the future. The environimen
not only includes (a virtual representation of) thrgginal hardware platform, but also the system
software (including drivers and configuration), iggttions and plug-ins.

Storage of these parts should be done in a waysétiafies the following criteria:

- Possibility to create, modify and emulate the esrvinent.

- Comply with a “de jure” or “de facto” standard.

- Useful for reconstructing the digital objects o thcope: interactive multi-media applications,
database systems and PDF documents.

The required information (system software, appiices and data) for the emulator is normally offered
by disk images. A disk image is a snapshot of teent of a partition on a physical storage device,
like a hard disk, floppy disk or optical disk. As#liimage is thus a virtual drive, containing thensa
information as the logical partition on the physidave has. When an emulator is started, different
disk images can be attached to it. Common are édiak image containing the OS and applications
or a CD-/DVD-ROM disk image imitating the actual ©@DDVD drive with optical disk inserted.

The disk image is stored as a large file on a deake. The volume size of the disk image can be
manually defined. It could be as large as the &stolame size of the device or even larger when the
internal data within the disk image is compresdddny different disk image formats exist based on
two different approaches: raw or compressed imaBas images are very similar with the actual
content and layout of the physical drive and ase #tie same size (40GB hard disk is creates a 40GB
disk image). A compressed image offers the bewéfinuch smaller disk images, but depends on a
specific compression technique and makes the fomaae complex. Moreover, the compressed disk
images should be extracted before they can be wdtatting the performance of the emulation
process.

The content of a disk image depends on how ther@mwient of the physical drives is arranged and
whether or not applications and digital objects im&uded in the image as installed items. These
items could also be stored in separate disk imdgié®rent choices can be made about the definition
of the disk images. For the emulation project chgican be made on a case-by-case basis.

4.4.1. Interactive multi-media applications

The interactive multi-media applications are suggblion CD- or DVD-ROM by publishers. An
installation procedure is sometimes required todier the application from their carrier onto the
software system environment on the hard disk befoeg can be executed. Installation of these kinds
of applications should be rather simple, becausecamputer user must be able to install and work
with it. The main difference of this type of objecompared with database systems and PDF
documents, is that the data is integrated withaghication.

At the KB, each interactive multi-media applicatigrinstalled on the RWS running a clean install of
the Microsoft Windows 2000 operating system (OSY aome additional software. When the
application is installed and operating correctignapshot is taken from the hard disk. This is done

using the program PowerQuest (now owned by Symaameccalled Drive Image), which makes a
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compressed disk image of the hard disk’s conteris,aise. the OS plus installed interactive multi-
media application, drivers and configuration. Tdlisk image is then ingested into the e-Depot.

The original application can be accessed by rétrievhe disk image from the e-Depot (by
dissemination) and loading it onto an empty hask dif the RWS or compatible computer system.
Then the OS and subsequently the application caxéeuted. This process is depicted in figure 4.8.

Preservation Access
- Disk image
T e-Depo ——
Application Diskimage application
—> —>
Operating System

RWS hardware RWS compatible

Figure 4.8: preservation of and access to interactive multi-media applications

Although this approach works well, the applicatemmd system software are integrated into one disk
image that makes it impossible to separate theicghign from the system software afterwards.
Separation could be useful when the OS becomedatbseven under emulation, and the application
could be installed again on another OS. This offleespossibility of making on the fly configurat®n
between OS and application. Figure 4.9 shows Hutices for disk image storage.

Separate : Compound
Repository Repository
M | =
Application .
— =g : install
\ ) - . .
- \ Application
S - +0S
OS image . aeRcael image
. #
Operating System [ 2 ~—— “/|=: Operating System
=

Figure4.9: preservation of interactive multi-media applications

A second advantage is that the amount of storageespeeded to store the objects decreases
significantly. Storing a particular OS once offérstter efficiency of the resources, especially when
many different applications need to be preserved.

Additionally, if the original CD- or DVD-ROM is sted as a standardized disk image (e.g. 1SO), it
can be attached (mounted) to the emulated optic@ligl) drive letting the OS think that the origin
optical disk is inserted. This overcomes the pnoblegf applications requiring the original CD- or
DVD-ROM.
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However, combining both OS and application togethfégrs a more stable package when trying to
access it. On forehand it can be guaranteed tlsatdimpound disk image worked without installation
and configuration. This is not the case when s¢iparshe objects.

4.4.2. Database systems

Storage of database systems (DBS) requires ad@iffepproach than that of interactive multi-media
applications. Although separation of OS and DBSersffthe flexibility of combining different
platforms with the same software, installation @oedfiguration of a DBS requires substantial effort
and knowledge. Moreover, the storage benefitsiarigeld because of the limited number of database
systems. Integration of OS and DBS seems thereferessary.

As mentioned before, a database system mainly stsrwHi three components:

1. Database : the actual content; the tuples or iowse database tables.

2. DBMS : the database management system, computgrgonodesigned to
manage a database and run operations on the dptasted by
users. It forms the heart of the database system.

3. Database application : computer software writtenmanage the data of a particular
application or problem set. It normally consistsaaiser interface
(forms) and scripts and uses the functionality ik DBMS to
send and retrieve information to or from the daseba

The arrangements of these components may vary doh elatabase system. However, a rough
classification can be made by dividing databaséesys in desktop (single user) database systems and
complex (multi user) database systems (see figl@ 4

Desktop (single user) DB Complex (multi user) DB

Database system

| Database application |

1
1
1
1
1
1
1
1
1
1
1
1
|
1
Databasg system
1
1
1
1
1
1
1
1

| DBMS | | DBMS |
| Database | | Database application |<_‘_+ Database |
1
:
]
| System software | | System software | ! | Server software |
1
1
1
1
]
]

| Hardware | | Hardware | | Server hardware |

Figure 4.10: Database ar chitecture for desktop (single user) and complex (multi user) database systems
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Desktop (single user) database systems often éxhéfollowing characteristics:
= The DBMS can be used as a complete solution foh Iblo¢ database itself and the
application.
» The database is often used by a single user dintke
= Software of this nature is intended for end usansl consequently is easier to use than
the software designed for the development of comgltabase systems. Although users
need to receive training, this is insignificancwmparison with the amount of specialized
training required for complex database systems.
= Users can migrate their database system to a eliffetatabase system format or a new
version of the same DBMS themselves.
Examples of desktop database systems are MS AandsiBase V.

Complex (multi user) database systems often extiibifollowing characteristics:
*= The database and DBMS are separated from the appfic
» The database is often used by multiple users dtrtiee
= Their design, construction, and maintenance recueeialist skills.
= |tis possible to convert the content of the dasalia another database format, or it can be
migrated to a new version of the same DBMS. Speewlskills are also required for this
conversion/migration.
Examples of complex database systems are Oraaleigisy Microsoft SQL Server and DB2.

Database systems created with a desktop databpeasipn like MS Access often consist of one
single file (for MS Access an .mdb file) that cdntaot only the database content but also the tscrip
and forms. These files all use the same generglogerdatabase program MS Access, which means
that MS Access could be pre-installed on the OSenthie database files can be stored separately. In
this way, MS Access can be reused for every databls as depicted in figure 4.11. For safety
reasons, a disk image of the file system contaithiegnstallation files of the database progranugiho
also be preserved.

Desktop database system preservation

Preservation Access

Repository
B files
Database +

DB application
-

image

( )

. =
Filesystem > MS Access Database +

(backup) DB application
install _— \(data, forms and scripts))

e )

. 4 N
MS Access image MS Access MS Access
— + OS image —)
Operating System \ ) 9 Operating System

[li=s

e

RWS hardware

Future hardware

o

Figure 4.11: Example of preserving desktop database systems: M S Access
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For complex database systems, separation of datammsication from DBMS and database enables
the possibility to change, convert or replace thdeulying DBMS and database while the database
application remains the same. Although it offeexibhility to the system, each complex database is
often custom-made. Applications designed to operatene database cannot be used for a different
database. Therefore, storage of complex databaads with Oracle should be done as a whole, thus:
one disk image with OS, DBMS, database and datadggsecation (see figure 4.12). It must be noted

that the client-server architecture should be sedlion one single computer environment (running
locally).

Complex database system preservation

Preservation Access
Repository
. ( A
DB image Database +
p— P | DB application
(backup)
. C D\
Filesystem Image _ Oracle r
Oracle P> installation
installation package DB Data
(backup) app. base
install TN <
\ DB application Oracle DBMS
+ database +
)  Oracle DBMS image Oracle DBMS i
configure > +0S image L Operating System
RWS hardware

Figure 4.12: Example of preservation of complex database systems: Oracle Database

4.4.3. PDF documents

As with databases, PDF documents require an agiplichefore they can be viewed. This application,
the PDF viewer, can be preinstalled on the OS. 1aéipg the viewer from the OS does not offer great
storage benefits and has the disadvantage thavigweer has to be installed every time a PDF
document needs to be viewed. Figure 4.13 depietsttirage strategy for this kind of objects.
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PDF viewer and document preservation

Preservation Access
Repository
PDF files ,T
> ata
(PDF files) \ ( Data 0
—— (PDF files)
. (TSIEITE
Filesystem image PDF viewer G Y,
PDF viewer P installation Ve ~
Installation package PDF viewer
(backup)
install Operating System
N\ N y,
+ OS image
Operating System Future hardware
RWS hardware

Figure 4.13: preservation of PDF documents and appropriate viewer

Table 4.1 summarizes the above considerationgdoage and shows a possible disk image policy.

Digital object Disk image policy

Interactive multi-media application Two disk images

1. Operating System

2. Installation package of interactive application

Database system Desktop database system, two images
1. Operating System + DBMS
2. Installation package of DBMS (backup)
Database + DB application as separated files
Complex database system, three images:
1. Operating System + DBMS + DB application + database
2. Installation package of DBMS (backup)
3. Database + DB application (backup)

PDF document Two disk images:

1. Operating System + PDF viewer

2. Installation package of PDF viewer
PDF documents as separated files

For all digital objects hold that besides the diskge(s) the original installation CD- or DVD-ROM
should be preserved, together with a manual aradié serial license key.

Table 4.1: disk image policy
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5. Planning and project organisation

The prior research led to good insight about threect state of emulation and appropriate emulators
developed in the world. The next stage is to craateadmap for the development of an emulator for
digital preservation. In the following section, tletions in the KB/Nationaal Archief emulation
project are described.

Five clusters of activities are defined:
5.1 Set up test environment
5.2 Define, describe and prepare test objects
5.3 Design and build a modular emulator
5.4 Reprogram the emulator to a Virtual Machinestay
5.5 Convert VM to a Universal Virtual Machine layer

5.1. Step 1: Set up test environment

The first step in the timeline for the emulatioroject is to set up a stable test environment: “an
emulation lab”. This lab will be used for the testiof existing emulators as a follow-up of the
research done at the KB, to describe and defineotgects running on a Reference Workstation, to
develop the emulator and to carry out experimefite work in the testlab will have to prove the
viability of the emulation strategy and will teaak about practical issues that will come up during
development.

To set up this testlab, KB and Nationaal Archiefl wge an existing environment that has proved its
use in practice and is build based on carefullysehacriteria: the Dutch Digital Preservation Tedtbe
This Testbed system has been developed for theaDieservation Testbed Project (2000-2003), a
co-operation of the Nationaal Archief and the Duldimistry of the Interior and Kingdom Relations
[Testbed (3)]. Experiments carried out in the TedtBystem are documented according to a twelve-
phase approach and are repeatable and can be dheglahers. This system is very suitable as a
testlab for the emulation project, but does regaitechnical update. The Testbed system is now five
years old and in need of new hardware (while keppie older workstations alive for test purposes
and for consulting results of previous experimeats) system software. A standard Reference Work
Station will be added to the Testbed system. Tokweith the Testbed system in the emulation
project, the system will have to be connected éNhationaal Archief network and a connection with
the KB would be desirable. Since the Testbed &aaly webbased, this connection will allow KB- and
Nationaal Archief- staff to access the system ftbair own workstations.

Activities to set up the Testbed system for the latman project will include:

1. Add new computers to the existing ones; one to ldpuwhie emulator (which will have to be a
high-speed, high-capacity pc), one as a servepaador carrying out the actual experiments.
Add a Reference Workstation to the Testbed envienmim
3. Upgrade of the Testbed system with current softwiauding the current Oracle database
version and other Oracle components.

Connect the Testbed system to the Nationaal Arcteefork.
5. Make a connection from the Testbed system to thenE®vork.

N

B
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5.2. Step 2: Define, describe and prepare test objects

The emulation project has a strong practical faauthat it will provide a working solution for the
digital objects that are actually stored at the &®BI Nationaal Archief. These objects have to be
chosen carefully. After choosing a test set comgjsbf CD-ROM publications, pdf-journals and
databases, these have to be tested and documditisdcan be done by archive- and library-
employees who are responsible for the storageesktleollections.

A next step involves the storage and compositiotheftest objects. This includes the choice of disk
image organisation. In chapter 4.4 an explanatiodisk images and storage possibilities is given.
One of the activities in the project will be to tiome research on this topic, make a choice abimut t
composition of the test objects and make a recordatem for storage.

The following questions should be answered:

What specific test object do we use for the project

What are the significant properties of these tbgais when running on a RWS?
How do we document these significant properties?

Do we separate the environment software from tipdiGgtion?

What different file structures are there and whicdke do we choose for the project?
Which disk image format should be chosen?

o0k whE

5.3. Step 3: Emulate the RWS

To guarantee that the currently stored digital cisjare still accessible in the future, we willreste
the original RWS environment. This will be done using an emulator capable of offering the same
aspects as the original RWS. As a result, the Q&b ‘thinks’ it is running on real RWS hardware.

Certain requirements of the RWS hardware platfoamehto be met. In short, it has to be an x86
platform with a certain amount of internal memondaard disk space, a compatible display adapter,
sound card and networking capabilities. Furthernibbshould be able to attach and boot from a disk
image. The specific RWS hard- and software conéigon can be found in appendix A. For host-

platform, we have to choose a platform that canamemulator that meets these requirements.

In the previous chapters is explained how a modiémign adds extra flexibility to the configuration
of an emulator. In this way different emulators @&nconfigured using and reusing emulator modules
that find their analogy with real hardware compdeeithe idea for the modular emulator has to be
worked out and a technical design has to be written

The preliminary research-study has shown that iegisemulators are very promising, also for
applying them for preservation. To build a modw@arulator, the KB/Nationaal Archief will start with
an existing emulator and look into possibilities ttansform this into a modular emulator for
preservation.

Activities to build the emulator can be separatet ithree groups: the architecture and technical
design of the modular emulator, the choice of exgstemulator, and programming the modular
emulator.

1. Work out architecture for the modular emulator

2. Make a technical design for the modular emulator
3. Choose a host platform
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Choose a programming language

Can we use an existing emulator?

Is this an open-source emulator and can we re-nibidefo a modular design?
What are the prospects of the emulator about cuamsh future developments?
What modules can be re-used and what modules bawe developed?

How will the modules be managed?

10 Is there a relation with the Preservation Manager?

© N OA

5.4. Step 4: Insert a Virtual Machine layer

The resulting emulator of the previous step is m&slito be compatible with the RWS, but is probably
still bounded to a particular host platform (OS ardware). To overcome platform-dependency a
Virtual Machine (VM) has to be introduced. Sevesjuirements can be defined for a VM:

= The VM has to support multiple host platforms.

= The VM has to be stable.

= |tis preferred if the VM is a standard (“de factm”“de jure”).

= Compatibility over time is important.

The following questions have to be answered:

Does a VM exist that meets the requirements?

What is the trade-off between compatibility andheuticity?

How can we apply a VM to the current emulator?

Is the emulated platform still authentic with thegmal?

Does the performance of the emulator on the VNIrsiet the requirements?

If we choose the Java Virtual Machine as a hodfgia, the emulator has to be written in
Java.

7. Would it be possible to port an emulator that igtem in a certain language to Java?

o0k wheE

5.5. Step 5: Convert VM to a Universal Virtual Machine layer

At this point the emulation process has two impartspects: it is flexible and platform-independent
The final step is to ensure that the emulated RV&8gom keeps accessible over time, by adding a
third aspect: time-independency. This can be aelidyy transforming the Virtual Machine layer into
a Universal Virtual Machine (UVM) layer.

Running a modular emulator on a Universal Virtualdine, is the ultimate direction of the emulation
project. However, designing and developing a UVMimajor effort, which cannot be part of this
current project. Initiatives have started alreagly.(IBM’s UVC) but have not yet reached a stage in
which they can be used for implementation of fatiudators. Therefore, this final step in building an
emulator for digital preservation will be out ofbge for this current project. If a UVM does existxt
issues become relevant:

Important characteristics of the UVM should be:
= The UVM should support multiple host platforms.
= The UVM should be stable.
= The UVM must be able to run the modular emulator.
= The UVM may expand (not change) over time, buttbaraintain compatible.

The following questions have to be answered:
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1. Is the UVM suitable to run the emulator?

2. If not, what should be changed?

3. How should the interaction between host and taptpdform be realised?
4. s the emulated platform still authentic with thrigmal?

5.6. Project organisation

The steps described above, are mostly chronolqgidth some interdependencies. After setting up
the test environment, changes may still have tmade as a consequence of for instance the choice of
test objects in step 2 or the choice for a programgrianguage in step 3.

To carry out the project, a team should be sethsp tonsists of a project leader, an architect,
programmers, researchers and testers. The prepattd, researchers and testers will be recruited fr
the KB and Nationaal Archief staff, architecture gmogramming can be tendered out.

A researcher is already available. As soon as ggirteader is available, the rest of the teamhman
put together. To find an architect and programmar&uropean tender procedure will be started.
Setting up the test environment can start in ApRID5, design and programming will take off in the
summer. At the end of 2006, a working emulatorning on a virtual machine, should be delivered.
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7. Glossary

Supported by Wikipedia.org. These terms are irctivgext of digital preservation.

API . the Application Programming Interface (AR3)d set of definitions
of the ways in which one piece of computer software
communicates with another. It is a method of adhgv
abstraction, usually (but not necessarily) betwewrmr-level and
higher-level software.

Bytecode : an intermediate code, created after datign of source code, but
is more abstract than machine code. In Java, bgteams on a
Java Virtual Machine offering better portabilitytiveen different
platforms without the need to recompile the sowae.

Database : an information set with a regular stmectToday, databases
represent mostly computerised data, but that immeguirement.

Database application . computer software writtemémage the data of a particular
application or problem set. It uses the DBMS fonipalating the
content of the database.

Database system . the set of all components tmetdessary to operate (create,
modify, view) on information to be stored in a datae. These
components are the database (containing the infmmathe
DBMS and the database application.

DBMS . the Database Management System (DBMS) anapater program
(or more typically, a suite of them) designed tonage a database
and run operations on the data requested by users.

Digital object . Adigital object is made using arficular combination of hardware
and software: the hardware platform, system andcgion
software and one or multiple files. Each file cetsbf a series of
ones and zeroes that is interpreted by a certambir@tion of
hard- and software. The result of that interpretais a unique
representation that is called the digital objeetclidigital object
can be experienced by its structure, content, ggrappearance
and behaviour.

Host platform . the platform on which the emulatams. In this document often
defined as a future machine.

Disk image (installed) : A disk (partition) imagea file that contains a copy of all

information stored on a disk. The image storesrbmlled
operating system, all programs, and all documamdssattings.
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Level of fidelity . the accuracy with which the cponents (devices) of a computer
are reproduced.

Modular emulation . full emulation of hardware byating the components of a
hardware architecture as individual emulators aterconnecting
them to form a full emulation process. In this,feamulator forms
a distinct module of the total emulation procedesrirg the
possibility to make flexible configurations of défient modules.

Multi-tier application : an application with an &itecture that consists of different layers,
each with its own responsibility. For example, iard/server
architecture is two-tier.

Object type : agroup of digital objects with ttzare logical structure.

Prototype . atest program, which is designed &nanstration and evaluation
purposes. Multiple prototypes are developed dusimincremental
development process (prototyping) to refine theiimegnents,
design and implementation of a product.

Reference Work Station :or RWS, is the predeficeaputer platform (hardware and
software) used at the KB to capture and restore/TD/D-ROM
publications.

Significant property . an important property ofeatain digital object, as experienced by
the user.

Target platform . the platform to be emulated.

Vernacular extraction . a migrated version of ttenfent of the) original digital object,

without intermediate migrations.
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Appendix A: Reference Workstation (RWS) PLATFORM-10

Software

Application Version Files

MS Windows 2000 Professional Service Pack 3 W2lesqES.

MS Direct X for NT 8 DX80NTeng.exe

Display Drivers (Compaq nVidia LP 6.13.10.4103 41.03_win2kxp.exe

AGP GeForce2MX-400)

Intel Chipset SP22545.exe

Intel Ide SP21356.exe

Intel pro 1000T pro2kxpm.exe

Keyboard SP21795.exe (not used becalse
it only enables the function
keys on the top of keyboard)

Mouse SP21424 exe

Sound SP22286.exe

Additional Software

Application Version Files

MS Internet Explorer 5.50.4134.0600 ie552000 dowgtsetup is
started via ie5setup.exe

MS Windows Media Player 7.1 mp71.exe

MS SysPrep (in deploy.cab) 1.1 W2KCD:\support\tateploy.

=

cab and Windows 2000 Systel
Preparation Tool (version 1.1)
from Microsoft
(sysprep_update)

Power Quest Drive Image Pro 4.0 Drive Image Praditéxtory,
subdirectory dp40en, subdir
setup, contains setup.exe

Adobe Acrobat Reader 5.01 Acrobat Reader 5.01 twingc
rp501enu.exe (only used on
development to read the

documentation)
Java Plug-in for the browser [=IE] 1.3.1 02 Standzddion j2re-1_3 1 02-win-i.exe
International
InterVideo WinDVD 2000 Install CD delivered with
DVD-ROM Drive (COMPAQ
JLMS DVD-ROM LTD-1665)
Paragon CD-ROM emulator 2.5 Personal Edition Ihstilt iso ‘paragon cd.iso’
Hardware
Component Specification
Main board Compaqg EVO D510 CMT
Processor Intel Pentium 4 system running at 2,4GHz
Internal memory 1 GB RAM
Hard disk devices 2 internal disks:
40 GB Maxtor 6E040LO
40 GB WDC WD400BB-60CJAQ
Display adapter nVidia GeForce4 MX 420 display adap
Fill Rate : 1 Billion Texels/Sec.
Triangles per Second : 31 Million
Memory Bandwidth . 2.7GB/Sec.
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Maximum Memory . 32MB

Sound device SoundMAX AC97 Integrated Digital Audio

Optical storage devices DVD-ROM Drive (COMPAQ JLM§¥D-ROM LTD-1665),
Region 2

Floppy disk drives 3.5"floppy drive

Ports (external) 4 Universal Serial Bus ports (USB)

2 serial communications ports (COM)
1 parallel communications port (LPT)

Network adapters 100 Megabit Ethernet network adapte
1 Gigabit Ethernet network adapter

Monitor CTX S500B
Viewing
Display Technology . Active Matrix TFT Panel
Display Panel . 15" (Diagonal)
Resolutions : 640 x 350 @ 70Hz

720 x 400 @ 70Hz

640 x 480 @ 60Hz, 72Hz, 75Hz
800 x 600 @ 60Hz, 72Hz, 75Hz
1024 x 768 @ 60Hz, 70Hz, 75Hz
1024 x 768 (Max)

Contrast Ratio : 400:1
Brightness (Typical) . 250 cd/m2
Viewing Angle (H/V) : 120/100 (degrees)
Pixel pitch : 0.297 mm

Scanning characteristics : 30kHz - 60kHz (Hor. Breq

58Hz ~ 75Hz (Vert. Freq.)
Response time : tr:i13ms / tf:27ms
Maximum color support : 16.7 million

Bodywork

Cabinet Color(s) . Black

VESA compliant . yes

Plug & Play . yes

Power usage : 35W maximum

Dimensions : 14.65" W x 14.02" Hx 6.77" D

Weigth : Net: 8.16 Ibs. Gross: 14.1 Ibs

Inputs signals : Video= RGB Analog (0.7Vp-p)
Sync= H/V Separated (TTL)

User controls : Front Panel Controls:

Power Switch, LCD Indicator,

ESC, Up, Down, Enter
On-screen menu controls : Contrast, Brightnessp Auhe,

Color Temp, Size, Phase, Focus,

Dithering, Text/Gfx, Position,

Languages, Recall
Environments : PC and Mac

miscellaneous

Safety regulations . FCC Class B, UL, cUL, CE, TCO'99
Keyboard Compag US keyboard for Microsoft Windows
Mouse Compaq PS/2 (Logitech) mouse, wheel, wiredisadall
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More information on the specification of the RWS:

Graphics card -http://www.nvidia.com/page/geforce4dmx.html
Sound card -http://www.digit-life.com/articles/inteld815efvacl7
Monitor -> http://www.ctxtec.com/products/lcd_s500b.htm
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Appendix B: emulator platform specifications

QEMU
The QEMU emulator includes the following charadcs:
= X86 CPU (16 and 32 bit), PPC (32 bit), ARM 7, SPARE
= FPUand MMU
= i440FX host PCI bridge and P11X3 PCI to ISA bridge
* RAM
= Cirrus CLGD 5446 PCI VGA card or dummy VGA cardhwBochs VESA extensions
(hardware level, including all non standard modes)
= PS/2 mouse and keyboard

= Floppy disk

= 2 PCI IDE interfaces
= Hard disk

= CD-ROM

= NE2000 PCI network adapters
= Soundblaster 16 bit
= Serial ports

Bochs

The Bochs emulator includes the following charastes:
= 386, 486, Pentium, Pentium Pro (incomplete) and AMB-64 (incomplete) emulation.
= FPU
* RAM
= Enhanced BIOS
= Cirrus CLGD 5446 PCI VGA card or dummy VGA cardhvBochs VESA extensions
= PS/2 mouse and keyboard

= Floppy disk

= Multiple ATA channels
»= Hard disk

= CD-ROM

= NE2000 network adapter
= Soundblaster 16 bit

= Parallel port

= Serial port

=  Gameport

= PCI (incomplete)

= USB (incomplete)
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